14" January, 2021 FO No.: IBL_CSC_IT Hardware_054003/0540)4{Revised)

Ref No.: PR-0000286953-1B{0C)/PR-0000290786-1B(DR)

Cannectivity IT Solutions Pvt. Ltd.
Mo.B06-608, Eco Star, Vishweshwar Nagar Road,
Goregaon East, Mumbai — 400063

KKind Attention: Ruchesh Bhanushali

Suby: CISCO E-Mai} Gateway Security Sotuthon

Dear Sit,

This is with reference to your proposal dated 06™ Novernber, 2020 and subsequent discussions on the same;
we are pleased to place aur arder as under:-

DC Mumkral
Lims Part Humber ."..mmmml:mscrlptlon Serviee Durathan dty Amount [INR}
blurnber : [Months)
1.0 Cisee Ernail o Ag per Lhe detailed (Detatled Boly In Creralied hifursation in
Security Soltion attachid below - Anncaoa e A) annexnze Alhelow] 1, 30,051,508
[Fradlict+suppntts
stsbzcrlgtlen) :
1A |scr> Emall Inchides : Installaticn, Corfizuracion , & L B
Seeurity & Lmalk Pallzy blgratlon | Tasting & Soll Out & 20,05000
P - Razsourere Cost far On-SIEe Suppart [ &
Implemeantation | Months at D0 Rumbal aaly)
hargss as par [Deraiied S0W Annaxzrs C)
SOwW ST N ; :
24 Sustenance P24 2 T Suppoend Service | He 2 SRy ) i i <
! support Incledes : 24x 7 Munitoring , Respanse & S4,0MN00 ¢
i Resolustinn at Issues Reported , Pelicy ;
i Kanagement, Reporzing & Cocordinating i
1. £xcatation with Sisca, MPLS :
i Turmiaation & Remote Sonneciivity [As
i F=r Aanesure )
DA Chennal
Line Part fbemper | "mmmiﬁ-::lscrlptlﬂn Servlee Ourattan Oy Amaunt {INR}
Number ) Ihonthy
ElH Cizco Email As par the detalled discussion with i1 Detailed kifurcatinnin
Seawrlty Saluclan BankIT and OEM (Detailed Bal, Anrexirs B [baelaw| 1,300,000
[Preductssuppert+ | attached balow - Annexure B)
subssuription]
: 28| Ceeatmal | Tncludes ; Installaclon, Canfiguratlan MNA ]
H Securicy % Email Fodicy Migralior: , Tesling & Ralf Ot 4,000,010
i oLp - {Datailad SO Annexure 2)
4 lmplemeantathon
| Charges as oer
i SO B :
! e eeerees e JOTAL ¢ 3,38,00,000
Total Order Value: Rupees Three Crores Thirty Eight Eakhs Onky. P
,J"-;? I Fas ] ]
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TERMAS & CONDITIONS:

1. Taxes: Extra as applicable
2. HSN/SAC Code: 9983

3. Payment terms:
a. Product S inbwilt support charges (Rs.2.60 Crs. {Ref. DC1.G & DR 3.00) wilk payable 108% post
Delivery.
b Implementation Charges Rs.24 Lakhs {Ref. 1.a & 3.a) will payable 100% Post signoff by I7T stake
holder,
€ Sustenance support [Rs.54 Lakhs) wifl pavable on yearly advance basis. [ Rs.18 Lakhs Per vear )

4. Warranty Support Windowr:
e Suppart SEA back to Back with OEM as part of 24x7x4 Support:

3. Advanced Replacement parts delivered to the customer’s site within four (4] hours of Cisco’s
diagnasis and determination of failed hardware, twenty-four {24} hours per day, seven {7)
days per week, including Cisco ohserved holidays.

b, Cisco wiil use reasanable commercial efforts to provide Four-Hour Respanse far custarmer-
site delivery of the replacement part fram the time Cisco diagnoses the prablem and
determines that a replacement part is reguired. "

e A" Year Onwards AMC : Works out 20% on Combined cost appliance having break-up as helow -
e pppliance - HwW e 14%
*  Software Subscription: 100 % {Rs.60.23 Lakhs)

6. Bill To Addrass: As Below:

¢ DC Mumbai: M/s. Induslhd Bank Ltd., C/o Tata Internet Services Limited, Nelco Compaund, 8ehing
Tata Technopalis, Knowledge Park, Chakala Andheri £ast, Mumbai 400053

¢ DR Chennai: M/s. Indusind Bank Ltd., Cfo Mxtra Datacenter, Plot F-08, Struseri IT Park, Sipcot,
Kancheepuram, Chennai— 6013103

7. Ship Yo Address: As Below:

¢ DC Mumbai: t/s. Induslnd Bank Ltd., Cfo Tata Internet Services Limited, Nelco Compound, Behind
Tata Technapelis, Knowledge Parck, Chakala Andherl East, Mumbai 400055

o DR Chennai: M/s. Indusind Bank Lkd, Cfa Mxtra Datacenter, Plot F-08, Siruseri T Park, Sipeot,
Kancheepurarm, Chennat — 6013103

2. Indusind Bank G5T No.:
« DC Mumbai: 27A8AC11314G173
= DR Chennal : 33AAACIT314G174
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.
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4. Invoice Submission: Digital Invoices to be emailed to ihvoicing@indusind.com along with a sign off fram
the respective Stakeholder {Senfor Management).

10, TAT for invoice Submission: Invoice to be submitted within 2 months from date of supply of goods or
services rendered, failing whtch the irwulce waE! nﬂt be c:cmsmered fDr payment

1L Upload on GST Portal: '{hvoices 's.uhmitted to the Bank should get uploaded on the GSTN portal with the
“torrect lnvoice Number, Inveice Date and GST Nﬂ under BEB {Mamtam accurac':,-r |n flgu!‘ES wnrds B
' special characters]

12. Error in G5T-upload: Incase there is a wrong upload of invoice numbér of invoice date / Errorin quoting
Bank GST Mos, ,." Non-deposit of Tax to Govt. treasury / Mon filling of GSTRL, etc,, Connectwitg.r T Snlutluns
Pvt. Ltd., wilt have to reimburse to Indusind Sank, the amount of GST Cerwat Ioss

13. Other Te'rl'n:.:.: The defined Scope is as per the égreéﬂ .;:'rr'ohc.hs;l_i a_n_d_ Si;_p;:l_c_rft 5LA back to Back with OEM.

_ Kindly confirm receipt of this Purchase Order.

Yours faithfully,
Far indusind Bank Ltd.

Mohammed Mussadiq
Head - Procyrement

AN Mk "°’. -
( UA}IJ R
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FO No. [BL_CSC_IiT Hardware_054003/054004{Revised)
Ref No.: PR-0000286353-18{DC]/PR-0000220786-1B(DR)

Annexure "A"

""" ANNEXURE A {Detalled Bill of Mé’tenan for DC
i Line [ Part Nunber : . Deserlption .Service Duration [ -Qty. | Product Family |
: Number @ o . . .(Meonths) (OEM)
To | EMAISEC-SUR  isos Emal Secuniy Yams Sub'é'cnpuon 17 Subscription
11 SVEEMAIL-SUP-E | ENHANCED SUPPORT FOR EMAIL t licensas
SECURITY
12 |ESAESPAT.OC | Gisco Emad, AMP, Threat Grid- F'remlum File~ 22500
s Analysiz License - -
1.4 ESA-GEIR-LIC | Gisco ESA Graymait Safe- unsubacnhe 22800
License
1.4 [ SMAEMGT-LIC . | SMA Centralized Email Management_. - 22500
Reperting License :
20T ESACEaa-Ka ESA CB9S Email Security Appiiance - "8 | "Hardware and |
2.0 P COMN-SNTP- SNTC.24%7X4 E5A G895 Efﬁé?["éecunty A6 377 service - '
| ESACE95K Appliance support
21 CCCEFSU-7T0AC | Cisco Contert Sec AG Power Supply T70W — -
: far x83 appliance RN
22 | SFS-250V-10AD | SFS Power Cord - 250, 104, india — R
2.3 SFEBATIEDKS | ESA Agync OS vi1.50 _— T3
24 CCS-HOD- Cantent Sec x5 G00GE 12G SAS 10K RPN ‘24
600GE10K SFF HOD o
25 | CCETPRMZ002 Clsca Content Security Tmsied Piatiorm
bodule TRM 2.0
26 |CCSCPUB1280 | Content Sec 2.6 GHz STZaT S 37
- - 120419, 25MB Cache/DR4 2666MHz .
277 CCEMEM-1BGE | ContentSewmxds 16GBEOLRA- - BT
268EMHzRDIMM/PC4-1 8200/ slrankixdi 1.2y -
28 T CCSMRAID-MB Cisco Content Sec SAS ModUiar Raid : — 3
Controller 258 Cache :
28 | CCS-PCIEMRJ4S | Cisco Gontent Sec quad port 1G Copper PCI | — [
i 210 | CCS-MESSAGING- | Cizco Gontent Security Messaging License — -
oe
a1t | ESA-BOUNCE- LIC | ESA Bounce Verfication License = 3
3.0 SMA-MESS- KQ I SMA MB35 Security Management Appliance | — 1 Hardware and
3.01 | CON-SNTP- ©SNTC-24X7%4 ShA MEos Security 35 4 service
SMAMEIEK ! Management Appliance support
EXR SFS280V-IDAID | SFS Fower Cord - 250V, 104 . i'ri'&i'a" 2
3.2 | SFSMATTI0KT | SMA Async OB wil 1.x
23 CC5-PSU-T0B0AC | Ciaco Content Sec AG Power Supply 10500 z
far =85 Appliance
3.4 | CUSHDE Content Sec x5 BIOGE 126G A5 10K RPM 16
! B00GB1OK SFF HDD \
g ".I
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a5

OCE-TPMZO00E

Zisca Contentuséi:urit'f Trusted Piatorm |

Module TPK 2.0

T oCS-CRU-A1100

Y Confent Sec 5.1 Grlz 4110/85W 8CATME 2
Cache/DDR4 2400MIHz :
i a7 | CCSMEM-16GE | ContentSecxds 16GEDDR4- A A
366BMHZRDRMMIPC4-18200/sIrank/x4/ 1, 2v : ;
i 38 | CCS-MRAIDMBHD | Cisco Content Sec SAS Moddlar Raid — B
| Controller 4GB Cache
% 24 CCS-MESSAGING- | Cisco Content Security Messaging Licenze — 1
KRIE EES-F'CIE-IRME; Cizco Content Ssc guad port 1G Copper PCI — .
i 311 | CCS-PCRIB- Riser 1B incl 3 PCle siots (e, x8, 8} all’ = 1
a 240M5 slots from CRUHA
Annexure “B”
ANNEXURE B (Detailed &ill of Material) for DR
Line Fari Numbker Description 1 Service D_l.:_r_atipnw oty .| .. Product
Number SRR o - [Manths] .| -Family [QOEM}
1.0 | EMAIL-SEC-SUB | Cisco Email Security Xaas T 1. % |:Subscription
L Subscription . Co o et licenses
1.1 | SVS-EMAIL-SUP-E | ENHANCED SUPPORT FOR EMIAIL "], .. - 1]
o | SECURITY - A L
1.2 | ESA-ESP-AT-LIC | Cisco Email, AMP, Threat Grid- s 22500
' Premium File Analysis ticense | ' e
1.3 ESA-G5U-LIC Cisco ESA Graymail Safe- - 22500
unsubscribe License
1.4 | SMA-EMGT-LIC | SMACentralized Email - o - T | 22500
Management Reporting License .|/ . © . o
2.0 | ESA-C695-K9 £5A C595 Email Security Appliance = 3 Hardware and
: Co P “service
20,1 | CON-SNTP- SNTC-24X7X4 ESA U695 Emaill | - ‘S support
ESACGEO5K ! Security Appliance
21 | CCS-PSUL-770AC : Cisco Content Sec AT Power Supply 3
: 770W for %95 appliance
| 2.2 | SFS-250V-10A-4D | SFS Power Cord - 250V, 104, India 6
(35| SPESATIS0KS | ESAAsmc0S VLSO S T
P24 | CCS-HDD- ! Content Sec x95 500GB 12G SAS 24
BUOGBIOK | 10K RPM SEF HDD
:‘ 25 CCS-TPM2-002 & Cisco Content Security Trusted - 3
P i Platformn Module TPM 2.0
| 28 | CCS-CPU-6126D | Content Sec 2.6 GHz 6126/125W 3
| i 12€/19.25MB Cache/DDR4
Y i | 2666MHz g
: W
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2.7 | COSMEM-16GB | ContentSecxdS 16GBDDR4- 6
5 2666MHzROIMM/PCA-
i 19200 sirankxd/ 1.0y
2.2 | CCS-MRAID-M5 | Cisco Content Sec SAS Modular 3
o Raid Contraller 268 Cache |
28 CCS-PCIE-IRJAS Cisco Content Sec quad port 1G - 3
Copper PC
210 CCS-MESSAGING- | Cisco Content Security Messaging - 3
LEC LiCEHEE ............
2.1 ESA- BOUNCE-LIC | ESA Bounce Verification License - 3
3.0 SMA- MEH5S-KG SMA G5 Security Management - 1 Hardware and
L i Appliance - service
301 | CON-SNTP- | SMTC-24X7X4 SMA MBOS Secarity | 6 1 support
SMAMBELK Management Appliance
31 i SFs z5w 104-10 | SFS Power Cord - 250V, 104 , India - 2
3.2 SF-SMA 11 1 0-£3 | SMA Async O5Swl1l1lx - ol --- 1
3.3 | Ccs PSU1- Cisco Copntent Sec AC Power 5upph.f [ 2
o lagsoae 10504 for x35 Appliance T
3.4 ] CCS-HDD- Content Sec x95 600GR 12G SAS — TR
| 'so0GBiok .| AGK RPM SFF HDD S o
3.5 | CCSTPM2:-002 - | Cisco Content SecurityTrusted - | - 75 1
L Platform Module TPM 2.0 - o
36 | CCS-CPU-4110D | Content Sec2.1 GHz 4110/85W. - [ - .. — 0~ f . 2.
8C/11MB Cache/DDRS 24GU'MHz'*-" o
3.7 CCS-MEM-166GB Contentsecx3s lﬁﬁEDDHdL— - 2 -
[ 2666MHZRDIMM/PCA- S
: ST 19200/ slrank/x4/1.2y =
3.8 | CCS-MRAID-- Cisco Content Sec SAS Madular - 1
MSHD Rald Controiler 4GB Cache - ' .
3.9 | CCS-MESSAGING- | Cisco Content Security Messaging - i
» LiC License : o
""" 310 [ CCS:PAE-RMS | Cisco Content Sec quad port 16 _ ' Y
I Copper PCt s -
311 | CCS-PCE1B- Riser 1B incl 3 PCle slots [x8, x8, . 1
240M5 x8); all slots from CPU1 B
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PO Mo.: IBL_CSC_IT Hardwara 054003/054004{Revised)
Ref No.: PR-0000286553-1B{[:C)/PR-D0002007 86-1B{DR}

: AMNMEXLRE “C”
* 50W fmplementation & Sustenance Suppori

Objective: This documents outline the high level scope of work that vendor shall abide by to implement and
manage Email Security Gateway & Email OLP solution. [Terred as ESG)

Brief Scope of Worle: . - .- L

1.
2
3.

10,

1,
12,

13,
14,

Anaﬂf.;:e pD|.Ec.|E.‘S and setti n.g.s. .currenfiyr runnin.g. in the present email security 55Iutiun.|:includ'mg DLP)
Instalt and Configure New ESG In Cluster Made and New Security Management Appliance

This ciuster of New. ESG w|EI require SMTF Luad balancer to balance the |DEld between the appliances
buthatDC&DR o

Integrate New ESG with Actwe D!rECtD!’}' & Netcore LDAP

Optimize and migrate the current sett;ng 8 Cunfiguratmn on to few ESG C!uster

SIEM Integration: The New ESG send mmessage to the systog server over Port 514 (TCRAU DF‘}I ‘u’endmr
‘team shall assist Bank team for integration of E5G with SIEM.

vendm shail ducumﬁnt and rf.-quest the ﬁdmln;strator or. equwatent rtghts fnr the Vendnr Suppmt
.rescurce needs hefore the rmgratmn c:f setup o e
Configuration & Sharing of DNS entries reiated to SPF / DKIM / DMARC & MX
Testing of emaifl flow

vendor team shall assist the Bank IT team on the mlgratmn of MX remrds for email 5e¢urit1,f Ensure
_ smﬂoth mlgr‘atmn mth no uutage Dr dlSI'!thICIFI .

Integratmn uf ESG wrth ARCDS {F’!M} '_ o :

MEgI’HtE Emtmg repurts & enhance wherever needed Wlthln the repr::rtmg fEatures ayallahle wjth
pmpused ESG

Migrate, all the Mail Filtering, Alerting | PG|EC]ES {including management of Quarantine mails}. .

Ensure all features a\-'aliable in £5G. arE demunstrated and deplﬂved in bank environment .

Cwerview about Eml:n:rrtant Email Securit'n.r PnlicEES'

Ke

AL

¥ Features and Impurtance af 5PF OKIM , DMARC

curate and ef'fer:twe emall Spam and wirus fllter

Mew Email ATP uses combination of vartous technigues to accurately identify spoofed email, such as

SPF & SenucterlD: Sender Policy Framework {SPf] is an email validation system, designed to prevent
urwanted emails using a spoofing system. To check this common security problem, SPF gaing to verlfy
the source IF of the email and compare it with a DN txt record with 2 SPF content published by the
Email domain owner, Since it was derived from 5PF, Sender |D can aiso validate the M Ilr FROMA. This will
help to identify spoofed emails

tU““’
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detwew

DEIN: Domainkeys [dentified Mait (DKIM), is 3 method to associate the domain name and the emai,
where the unigue Mail server identifier is published as the DKEM signature.

DMARC: Domain-hased Message Authentication, Reporting & Conformance {DMARC] is 3 technicat
specification created by a combination of SPF and DKIM, which wilt help reduce the patential for email-
based abuse by referring both the parameters in the DMARC of the sending emall domain. ERMARC
standardizes how email receivers perform email authentication using the well-known SPF and DKl
mechanisms. The policy ¢an be defined by the organization to ﬂuarantme or Reject based an the
parameter returned by the SPFand SKIM lockup.

rDE: The reverse DNS {rDNE) resclution iz a determination of the domain name thatis associated to an
tP. Some email gumpan_i_&ﬁ_ltke AD_L, _fcr_exampﬁe, _w_i!_l reject any email th_at_dqgsn‘t_h_aye _a_v_al_'u:l_ s,

Bnundaﬂ" TLS Encwpﬂun. Ermait Encr'yfptlon aliows Drgamzatmns tu prntm:t SE!'ISItI‘u'E messages and
increase their compliance with privacy regufatmns One common encr',-'ptmn methnd knuwn as
opportunistic 715, autamatically tries 1o secure the path that messages take when then_.r traved to
recipient email sn;stems Emali ATP supports opportumstm TLS both for Inhaund & Duthuund ﬂma:!

Zero Hour P!’DtECtlﬂh. A New Virus Gutbreak FJlters prw:de a r.rltu:al fn‘st Iayer Df def&nse agamst new

'nuthreaks hours befure SIgnatLErES used hy traditmnal anti wrus snlutmns are in pta::e Reai wmld results

show zn average Iead t;me over. real::twe anti- wruﬁ salutlﬂn Gf 13 huurS alﬂng w:th an EKtTEI'I"IE[‘y‘ hlgh
catch rate and near zern rn|5ctass.|ﬂ::atlﬂns '

Advance Malware Prntentiﬂn' ErnaH ATP W:th New Advancad MaIWarE F‘mtectlan Featuring f |E
reputation scoring and blocking, static and dvnamlc file anal'fsls {sandbomng] and fiia ratmspactmn for
the cuntlnuuus analys.ls of threats even after thev have trauersed the Emall gatewaﬁ_.r USE‘.‘I‘S can hlock
more attacks ‘track suspmﬂus fiJEE rmt:gate the scape ;:Ilf’an ﬂutbreak ﬂnd remediate quu’:kl‘y’ '

Business Email ﬂumprumise } Farge Email Detectiun FEi:I Engm& Dlsplav—Name Spuoftng, T‘g,fp1ca|1y,
the forged address is owned by a fellow emplayée that the attack victim® trusts. A particular category of
spoofing, called whaling, invoives a victim who is a high value target such as a CFU CED or C}D This
can be controbled via Emaif Impersonation where 'IJ]F‘ Names are pmtecteﬂ

Phishing Email Protection: Protection provides sender authentication and BEC d_a_t_a;_tiun__capa_hiiities.
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Detsiled Scope of Work/Project Plan:

Following is the details Scope of Work highlighting the responsibilities of both the sides an the
implementation phase

The below document wilt be converted in a Project Tracker dwing the implementation phasze

N\"”C/v,\,y-““’f

i R
>\1>$§‘:’Mw i f’w«ﬁx,w. i

CBANK's IT Pre-requisite - Prc-wde hst of ail the domains for provisianing in New ESG purtat
BANK's [T Pre-requisite | List ot allhe roues per domain to relay clean emaits
. L tist of domain/ tps/ email addresses/ pollciesfrﬂmExlstmg
BANK'S (T Pre-requisite .
% Service 1o Mew E5G
BANK'S [T Pre‘requisite | List of TLS enforcement domains for business partners
L o 7 Actess to IS Exchange / Microsoft Office 365 Portal for
BANKS T = Pra-requisite | maodification & rule creation to allow email flow only from ESG
R GHTEWE}"S."'.
..... __ Mead to ppen New Service URLs with BANK WebProxy for
BANK's (T Pre-requisite - | seamless access to New ESG Instance URLs fike Spamd, Admin
AR FPortal, efc...
N Active B rECtEI-I"y' Public [P and Service Account Informatlon for
BANK'SIT Fre-requisite | ;
' ' . o Uaer"u'wlflcatmn o ;
) L .&u:cess to DNS CPanei to pubhshSPF DKM, M}{ Hecﬂrd5 et if
BANMK s IT ¢ Pre-requisite - ;-
; any
. ' 1 List of Email Server Public Ips/ Hostname that will be specified
H ’ | e B T
BANK'sTT Pre-requisite for'outbound wia CES if any
_ ........... ; TS Domaln Provisioning in NewEmmF Securit A ilance to acce t
i Vendor i Conﬁguratlﬂn & Y pp p
5 : Er_r_aalls
: : Add iiail Server Hostnames f Public [Ps in New ESG inbound
Vendor :
: Routes
. .;f.endur‘ / BAMK's IT Cunfigure.u.ti'dﬁm User Verification via Active Directory Serﬁé?f .r‘.\i.étcore LD.-’-\F -
" Vendor/ BANK'SIT | Get the Active Directory details
Vendor / BANK's (T Meed service account readily aval!a ble to get the data from AD
e | -
T E L

A

f | |
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Vendaor / BANK'sIT ¢

Start the configuration of the AL lookup & doa testrun |

Vendor / BAMK's T

Cross Check the User reference in ESG

Vendor

Gilobal default Attachment size is 50 MB for both inbound &
authaund T Coe e

] mOdify message size: hmlt tu as per BANK |:u::Ih:3.r

Setup Ptnll'quIUS Ant:suam Antimalware E: Gutbreak Settmgs

"u’end.u.r. o

| As perthe hEE.t practice gmde {EhEE‘t 3} setup the Antwwus &

' _ 'the prereqwsmes}

An_t:s_pam Dgte_ﬂmn Setiings _
i “\.Féh!:.inr ' Efd'rif'i'gl'.i_ré taggmg & iﬁfﬁéi‘uanttspam,fantivirus seitlngs
vendar | Add Quarantine & Setup Quarantine Settings
Verdor Configuration Adding existing Approved/Blocked list of Existing Service to New
. ST ;ES_G._
Ven dDr ...... ﬁl.pprD".{Ed List {IP{' DD!"I"IEIH,J"EH"IEI]. Addresses) as provided in
| prereguisites Ity the BANK
"-."{.ﬂ:.r"l.i:‘.n.nr Blocked List {IF/Domain/Email ﬂddresses] as pro'n.r:ded in
- g.prerequmtes by the. BARNK .
" Adding of
Vendor. Configuration ing o EKES‘tan Content Policies & Filter of Existing Service to :
e Mew E3G . . _ L 5
EAN_K’S IT In case Of anv new Content Filter pollces to be created and appl'yf
Bl "u"endﬂr .................. Configuration EnatlEe Tis Eﬂundar\,r Encwptlﬂn
o  List of shared TES Enfurced Eusmess Partners [:f an'g,-' ‘shared fram
Yendar _

EREAas ;‘A_dd Zthe TLS’dm‘é‘:ain'_hndei'.Eus]ness Partner

BANK's [T

Vendor

vendor / BANK's 1T

Mode_th_e TL_E. enforcement to be enabled {inbaund, outhaund
or hidirectional)

Activate the TLS EnfﬂrcemEr:n:c“ﬁ:-:.r..t-i.r'ié..i_.i;’.téﬁ_i._.l.a.tjsi.nesé Partner
tomains

Configuration

; requirement of BAMK'sIT

i Setup Emait disclaimers {text/htmd} in Mew Cloud pﬂrtalas .p.er

Yendor J' EAMK's IT

J\l\%}.} j
£ P
/"?'"J-:-i}y /f{ \'\\ / \

W

-

Configuration

Enalrle Spam Quarantine

r‘!
s

i1
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vendor f BANK s 4T

Configuration

Enable Spam Quarantine for End Users

BANK's IT. .;(_.Zq.::.r.'lfi_g:_jra_tiu_n Dpe.ﬁ.:ﬂéw ESG Pljb.l_il::.iﬁs.. in M5 Exchange / Microsoft Office 365
N Create an inbolnd connector in M5-Office365/0n Premise to
BANK's IT i Configuration | accept emails from Mew ESG | May not be required as Hybrid
: ?'email delivery is handled by MS Exchange ]
T S Ralse case with MS-TAC to have the New ESG EFI-E. WhItEl_ISEE’.d_tD__
BANK's T Configuration ' avoid gateway fevel throttiing [ May not be required as Hybrid
i email delivery is handled by M5 Exchange }
Vendar . Configuration | Specify Outbound IP's of BANK in New ESG

Nendor -

: 'outhﬂund mutes_ S

Add the Gutgomg IF‘ g shared hv BAN}( it New ESG Portal in

Teinet validation chacks will be camed it 0N Incomlng Routes

estmg

‘!I'rE‘nd‘?’r el e I{tu Ml S rvers)
: -_ﬁéﬁc‘lﬂ.r‘.' ” ': Share the test results to BANK fﬂl‘ cross UErifiEEt]Dﬂ
B.&NK’S LT'_ - ‘

FEEE{E}' BANK'SIT | Testing |
e . g
Vendor 1T
BANKs IT

vendar / BANK's IT Te.ﬁi.mg Test Quthound Mall Flow

' Vahdatmn check will be cunducted for those EF‘ setS

| Ehare the test rE5U|‘t5 to BANK' IT for criss verlflcatlon

1n case of any change requtred in 5Incummg routes

\faladate Inkeund Mail flow testmg us:ng ESG M}{ Records

In case of arn,r change reqmred in Duthound routes

Vendor / BANK's |T Migration ﬁ&.dditmna{ MX pointing to New Email Security Appliance
| Change MX weightage for email routing to Mew email Security. |
vendor / BANK's IT Migration | oo e ghag S Y
© Gateways { £5G )
N L i Move the Cuthound traffic via £5G “ﬁ.hase wise for Email &
'u'endﬂr;" BANK s T nigration ; L
: Application Servers
o i Hemnvtngmt'ﬁ.é old M records (Existing Service} from DN for all ;
BANE's T Migration i , _ i
: BANK migrated domains HI' :
—— — . PR, I;i L, e i
:II_,.r. l Ilﬂu‘d)l../“
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i :
i BANK'S [T Migration

Remuwng the old entries are traces frclrn Ex15t|ng Service ;
Cinfrastructure '

i Impmvement usmg nattﬁcatlun rule base fine tumng, addttmn :

Yend nitgri ;
endor Mun_|tqunﬂ of rufe bases, etc..
Vendor , Manitoring Reduction in false p::ns1twes ‘and Incident register in case of true
S o : nositives
Vendor /BANK's [T | Monitoring | Overview of Reports
___"u";ndnr h;;ﬁ_ﬁluse observation on Quaranting, Reports and Message fra'él'c"i'h'g'"i
i tata i

o 1ruuement u:img nuttﬁcatlon . rule base fine tuning, addition 1
 of rufe hases :_t 'Change'Management Pmr:esa tobe ‘

FDl!Dwad}
T , ——
= BANK'S TS Configuration Wh_itells_t _f__Es_ialnckI:st of Email Address, -:::mal_ry_.r_:rlF Add_rl_ass (ta
; : be foflowed via Change Management Process f Approval)
....... ——— TR TP
vendar ¥ BANK's IT ek Review Df'ﬂ&purts with Bank {Weekly / Month]ﬂ&uarxerlw
T Mamtenance : :
o s d
Vendor / BANK's [T, | Support & f DSE ::rbserﬁ.,f;.;}tmn on Quarantme Hepol 5 an Message Trackmg
ST R  Maintenance data ----- : i i
S NRCRELER Ik Suppon& - Share Upgrade Plan with Bank IT team with. Known Bug rlxes
vendor
! SR § Maintenance | and new Fegtures
. Vendur_ CD_r':f:guratron Ven&:;b_r-gcarw CI-LIt_L_ngT’EdE {based an ba ri.if;.’.ﬂ-lmeilne:l

-

l \?a\ll\l}*ﬂ; |
o
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Data Leakage Prevention:

Bank has Mail DLP solution implemented at present. By implementing the ESG, all such DEP policias shall be
migrated and canfigured into the new ESG.

AlF such policies shalt be tested being operationally successful.

All DLP incidents should he configured to be reported via at, least email to concerned stake holders as
prescribed by bank

Apy new policy to be configured, old palicy dethcatlﬁaneletion shuuld be part Df reguiar aperational
activity with no separate Eharges to bank '

Support Services Levels

vendorwil be responsibie. for. mamtenance andlfnanagement of installed New Email Security.”.
setup & shali address all the issues / tmubEE tu:kets r‘ai5ed b'yf CUStUmE!!'

8a nk on t:me tu time ba_ms Wl|| Share the HBi Cnmpilance Gmde Emes 50 as to adhere the same in
cantext of £Email SEturtw

Technical Suppurt and Issue Resp::nse
1. Nendor 1n.-'v.-'!ll SUPROrt on 3 twent'p'—fnur [24} hours/day by seven {7) days/week basis. -
vendor shail assigh. dedicated tachnical account manager for level 3 escalations. Such

manager shal be available 24x7 on call in case of exigency.

2. Provide technical support to the, Ba r'rk for pmblerns with the service and Liaise with the
Bank to reso]ue such pr‘ﬂhlems

3. Whenever a Bank ralses a pmbtem, fauit DI’ reque_c.i. fﬂr serwce mfﬂ;‘mat;-;m via suppnrt

Loss uf service that Suppu Tlckets tobe .. '_ SA
Critica}, . . [anmotbe .. . .. .. jresponded within30. | - .
ek e . o . Ir:-n__w_hn 30 Bect Effort
circurnvented - .. . [Min . .
: " |Partial Loss of Service or support Tickets o ASAP
Major o to be rasponded within
: service impairment Best Effort
1 hour
Poten?:ial service Support Tickets ta be ASAP
, affection to only L
Minor , responded within 4 Best Effort
@ particular user or a set
haurs
af users

W

AN D e



. X fupport Tickets to be BSAP
Mon-Service Affecting or o
Request , responded within 12
Informative - Best Effort
hotrs
Support Tickets ASAP
. Crrestions regarding the PP .
Cluestion , to be reapnnded wnthm
Service or features Bast Effort
. 24 hﬂurs Cee A .

4. Hin ar‘:'g,r cafendar month Critical & Majc:ur F‘m:rr:h,.r meel TICkEtS are not responded WIthrn
the response target time period, the custermer 1s entitled to the foIIEJWIng service n:re{ilts

1 Day Suppnrt Senrlr:e r:recﬂt :
";'95.09;5 but »=97.0% ' " | 3Days Support Service Cred it
<97.0% but »=96.0% B . 5 Erayrs Suppart Semr:e Credlt IIIIII
<96% . ; E '2_: .'.: :_': 1L'} Da}fs Suppurt Serw:e Credlt

Important: . _

v Right tn Audit: Bank has the r|ght to aldit UE!ndG!’ !r‘iflT:lEt!'L[E‘tUI‘E! at 'l.-'a rmus Iocatmns via"
offshore ar ansite visits, Aszo, bank may initigte such audit based on lis own reqwrement o
regulatmw requirements, Such audits will not be limited to no. of instance during the year .

. Securlt'n_.r & Patchlng Vendor wsll be: respunmh]e tu ensure ,aII snlutmn and dewcesfapphances
under thEJr management are patched o the IatEEt UEI"SI{!ﬂ ﬂ'f s.c'_{:unt'ﬁ.r and prudm:t patchas
Such salution devicesfappliances are hardened :and secured as OEM. best: practlces and
confirmations are ,Sharad with Bank team as per agreed scheduled and as per request basis, -

¢ Rightto re;ect resource; Eank has sr:ﬂe Fghtto rEjer:tthe fesources {pﬁﬂple}_whfch itdoes nat-._
deemed fit tc': Ehuer,semces tl:: bank Bank wrll Iry 1o prwlde 30 da".fs of: n' ice i:r'vendu ‘on-
most cases, Hﬂwever ‘lhEl’E mayr be lnstances {In'-.ful".-'lng serious performance Df r:onﬁdentialjw
issues} where ‘sich” ‘FeSDUINCas - WGuId |:]E remoued fmm deilwering semce tﬂ bar‘:k with
immediate effect post bank notice. :

v Acceptance of milestone for payments fm' services: Bank has sole nght on acceptance of
milestone for services part of payment released to the partner. On completion of each
miestone sign-oft, Partner 1o raise invoice for the -said service milestone which will be
accepted by the bank. Partner and OEM of ESG Appilance shall ensure that all features
commitied are deployed to its 100% potential and are effective. Bank shail refease full
payment towards Hardware and Software Subscription within 30 days fam the receipt of th
Digitally Signed Softcopy Invaice.
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